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Introduction 

The expansion of cyberspace usage across all aspects of human life 

necessitates specific legal attention, which often emerges only after these 

tools become widespread in society. Among these, the use of cyberspace 

tools concerning children—particularly in information dissemination, 

education, and entertainment—requires stricter and more stringent 

regulations compared to adults. According to international statistics, 

children’s internet usage has significantly increased in recent years. 

Therefore, it can be argued that the internet has become an essential part 

of children’s lives, influencing their experiences, communications, and 

learning processes (Shukla, 2024). This inevitably has profound impacts 

on children’s lives, sometimes leading to challenges. The development of 

virtual schooling during the COVID-19 pandemic demonstrated how 

easily children can become trapped and exposed in this space, being 

directed toward various paths. Alongside, the realm of digital games has 

also stirred considerable debate. Historically, internet regulators primarily 

focused on child abuse and illegal contact by sexual offenders, but despite 

the importance of these issues, they are not the only threats infringing on 

children’s rights. Although imposing restrictions on children’s internet use 

aims to protect their interests and prevent exploitation, it is clear that such 

measures often undermine children’s participation opportunities and 

restrict their rights to access information. Hence, undue restrictions not 

only fail to ensure children’s safety but also jeopardize their psychological 

 ـــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــ  ـــــــــــــــــــــــ
1. Assistant Prof. of Political Science, University of Tabriz, Tabriz, Iran. 

   alipor@tabrizu.ac.ir 

2. (Corresponding Author) Assistant Prof. of Communication, University of Religions 

and Denominations, Qom, Iran.                                                          h.pourrashidi@urd.ac.ir 

DOI: 

10.30497/flj.2024.246726.2054 



well-being. This article seeks to emphasize children’s rights and address 

the question of how children’s rights can be ensured within the framework 

of media literacy, and fundamentally, how the observance of children’s 

rights relates to the enhancement of media literacy. 

 

Research Background 

Numerous studies have explored various aspects of children’s rights in 

cyberspace. Livingstone (2021) argues that due to children’s vulnerability 

and their key role in the digital future, special attention must be given to 

their rights, which should be balanced considering their best interests to 

ensure both protection and opportunities for growth. UNICEF (2016) 

critiques the traditional view of children as passive victims and emphasizes 

their rights to information access, privacy, and active participation. In Iran, 

Ghanizadeh-Bafghi and Hassanzadeh Sarshaki (1402) highlight that lack 

of media literacy makes children vulnerable to threats such as pornography 

and cyber grooming, stressing the necessity of education. Safariniya 

(1401) through analysis of domestic and international laws proposes media 

literacy education as a solution to balance free access and security, 

emphasizing the importance of early education for more effective 

outcomes. Hosseini Pakdehi and Shabiri (1396) in a comparative study 

demonstrate the effectiveness of media literacy training in combating 

misinformation and recommend its systematic inclusion in school 

curricula. Ethically, Drenton (2018) expresses concerns about privacy 

violations, negative cognitive and emotional impacts, and digital addiction 

risks, recommending a balanced approach between granting independence 

and enforcing protection. 

 

Research Method 

This study employed an analytical-descriptive method, collecting data 

through documentary review. The examined sources include international 

documents like the Convention on the Rights of the Child, Iranian laws 

and regulations such as the National Child Rights Document, the Child 

Cyberspace Service Development Support Document, Article 69 of the 

Sixth Development Plan, and relevant scientific articles on child rights and 

media literacy. The analytical framework is based on the four principles of 

the Convention on the Rights of the Child (non-discrimination, best 



interests, right to life and development, participation) and definitions of 

media literacy from credible sources such as the European Commission. 

 

Research Findings 

Findings reveal that children’s access to cyberspace, part of their rights to 

information, freedom of expression, and participation, carries multiple 

risks including sexual abuse, pornography, extortion, privacy violations, 

and negative impacts on mental health. These threats prompt parents to 

impose restrictions that sometimes conflict with Convention principles 

such as the right to information access. In Iran, legal documents like the 

Child Cyberspace Service Development Support Document and the Sixth 

Development Plan emphasize safe access and digital education, but their 

implementation remains inadequate, mainly due to lack of public 

awareness and coherent educational programs. Media literacy education 

emerged as a key solution, enabling children, especially through school 

environments, to identify harmful content, defend their rights consciously, 

and make responsible decisions online. This education not only alleviates 

parental concerns regarding safety, privacy, and negative effects but also 

facilitates safe and active participation, contributing to children’s cognitive 

and social growth. 

 

Conclusion 

Cyberspace, as an integral part of children’s lives, presents both 

opportunities for education and growth and threats to their rights and 

security. This study demonstrated that the conflict between children’s 

rights (access to information, freedom of expression, participation) and 

ethical imperatives (protection from risks) can be resolved through media 

literacy education. By empowering children to analyze content, recognize 

threats, and make informed decisions, their rights are upheld alongside 

ethical principles such as privacy and safety. It is recommended that media 

literacy be systematically integrated into school curricula from early ages, 

enabling children to become active, responsible, and informed digital 

citizens. In Iran, strengthening the enforcement of existing laws and 

increasing public awareness through workshops for parents and educators 

is also essential to effectively balance rights and ethics. 
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